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WHO AM I?

Nico Maas

M.Sc. & IT Systemelektroniker

IT Engineer & ISS-COL GC @ MUSC
nico.maas@dlr.de
WWW.Nnico-maas.de

@nmaas87



FULL DISCLOSURE

e Docker Campus Ambassador
e resin.io Ambassador
e PiAndMore Speaker / Committee



OVERVIEW

Introduction: loT
Interlude: Docker
resin ecosystem
Demo



INTRODUCTION: IOT




CHALLENGES POSED BY 10T

e Secure, reliable, bandwidth efficient updates
e Apps are not allowed to break device

e Sudden powerloss must not corrupt flash

e Device monitoring & logs



ONE POSSIBLE SOLUTION

resin - the topic of this talk :)



INTERLUDE: DOCKER




App B

Bins/Libs
App B
Guest OS5

Bins/Libs

Hypervisor
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docker pull -
Images

docker run




Lets make IOT Infrastructre Boring.



WHAT IS RESIN?

e Hosted loT Infrastructure Service (resin.io)
e AfreeloT Operating System (resinOS)
e Afree Container Engine (balena)



|resin @

Docker containers on embedded devices




RESIN.1O
CONTAINER

Resin.io Agent

Language Packages

Language Runtime

OS packages

Base Image

APPLICATION EXTENSION
CONTAINER CONTAINER(S)

User Application

Language Packages

add-on functionality

Language Runtime .
.- containers (future)

OS packages

Base Image

Resin Container Engine

Userspace

Linux Kernel + Kernel Modules




resin-boot " resin-root: ' . resin-conf: | Resin-data

Type: FAT32 Type: Ext4 resin-update: Type: Ext4 Type: Ext4 + AUFS
Size: 40MB Size: 300MB Size: 20MB Size: expands to fit disk
Read-Write | Read-Only ) Read-Write ) Read-Write

NetworkManager/system-connections/

docker/key.json
dropbear/dropbear_rsa_host_key
hostname

supervisor.conf
systemd/journald.conf.d/resin-logs.conf
systemd/system/resin.target.wants/

e log/journal/
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A Moby-based container engine for loT




OVERVIEW

3.5x smaller than Docker CE, single binary
Multi-arch support / loT devices
Bandwidth-efficient updates / binary diffs: 10-70x
smaller than pulling layers

Minimal wear-and-tear: extract layers at receive to
prevent excessive writing to disk

Atomic and durable image pulls defend against
partial container pulls in the event of power failure
Conservative memory use: i.e. no plugins, swarm,
etc.



AVAILABLE ON...

aarch64, armv5s, armv6, arvm7...

1386 & x86_64 :)

curl -sflL https://balena.io/install.sh | sh



This time for real ;)



DEPENDENCIES

GIT CLONE APT-GET WGET
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Feedback

RESIN.IO API

VPN

@ D2 ] manager

device management &
monitoring
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.I‘BSII‘I.ID ¥ Getting Started [#) Docs @ Status Nico Maas "3 -

Terminal

LOCATION @ Running
h 1 The terminal is disabled because your device is offline

@ Running

@ Running

@ Running
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Drone Control Panel

dockercon 16
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MICROSERVICES

fin/button fin/button, fin/led
MQTT Broker

fin/led

led ‘

with docker-compose :)



MICROSERVICES & BRIDGE

test.mosquitto.org

MOTT Broker

loT Device

button logic-counter

fin/button fin/button, fin/led, fin/android

L

MOTT Broker




WRAP-UP TIME

e resin.io
e resinOS
e balena



QUESTIONS?

Thank you for your attention :)

WWW.resin.lo
WWW.resinos.io
www.balena.io

Www.nico-maas.de



