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“The state of the art is perhaps analogous to the 

period when scribes had to know as much about 

making ink or baking clay as they did about writing.” 

[C0] 
Mark Weiser, “The computer for the 21st century”, 1991 

 

 

“Internet of Things”  

[C1] 
Kevin Ashton, P&G, 1999 
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CIA Triad 

- confidentiality: „Unauthorized information release [...]”  

- integrity: „Unauthorized information modification [...]”  

- availability: „Unauthorized denial of use [...]” 

 

Jerome H. Saltzer and Michael D. Schroeder,  

MIT, 1975 [C2] 
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Provider: mbed.org 
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P4 

C: IP, Heartbleed 

I: Backdoors 

A: Failover, RAID, Backups 
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Provider: Xively 
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C: Data Theft, Heartbleed 

I: Data Manipulation 

A: Failover, RAID, Backups 
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Provider: Xively 
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C: UPnP, TR-069  

I: Linux, Firmware Autoupgrades 

A: TCP(32764), UPnP (..again) 
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Linksys WAG200G 
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IoT Devices 
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IoT Devices 
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C: „CiscoGate“, Physical Security 

I: E-Lock, Elliptic Curves 

A: Firmware Upgrades?! 
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elektor E-Lock 
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 IoT developing Corporations 

 IoT using Corporations 

Governments 

Citizens 

Criminals 

Stakeholders 
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Stakeholders (Amphion Forum Sponsors) 
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Stakeholders (Military Contractors) 
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“We have to put pressure on embedded system 

vendors to design their systems better.” [C3] 
Bruce Schneier, 2014 
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Thank you very much for your attention! 

Questions? 
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